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PROFESSIONAL SUMMARY 

Cybersecurity Analyst with a BSc (Hons) in Information Security and hands-on experience in SOC operations, SIEM monitoring, alert 
analysis, threat detection, and incident investigation. Familiar with Microsoft Sentinel, Splunk, LogRhythm, Microsoft Defender, and 
CrowdStrike. Strong foundation in networking, Windows/Linux environments, web application security, vulnerability assessment, and 
cloud security. Currently developing practical skills in penetration testing, web application security testing, and ethical hacking. 
PROFESSIONAL EXPERIENCE 

Web Application Security Auditor, Afwaj Al Haramain Travel & Tours | Cyberjaya, Malaysia | Jan 2026 – Jun 2026 
Conducted web application security assessment, vulnerability assessment, and threat modeling for the company’s business platform to 
identify security risks, attack vectors, and weaknesses affecting data protection and system reliability. Reviewed security controls 
related to client database architecture, secure payment gateway integration, discount management workflows, access control, input 
validation, and secure coding practices. Prepared and presented a comprehensive security assessment report with prioritized findings, 
business impact, and a strategic remediation roadmap to support risk mitigation and improve the overall security posture.  
Cybersecurity Intern – SOC Team, Cybertronium | Kuala Lumpur, Malaysia | Aug 2025 – Jan 2026 
Worked within the Security Operations Center (SOC) team to monitor, analyze, and investigate enterprise security events, alerts, and 
suspicious activities. Performed real-time log analysis, SIEM monitoring, alert triage, incident investigation, and escalation using Splunk 
and Microsoft Sentinel, while monitoring endpoint security events through EDR/XDR tools such as CrowdStrike and Microsoft Defender. 
Supported shift-based SOC operations, incident response workflows, vulnerability reporting, and security documentation while 
maintaining data confidentiality and continuous infrastructure protection. 

EDUCATION 

Bachelor of Computer Science (Information Security) with Honours | UTHM, Malaysia | Mar 2022 - Mar 2026 

CGPA: 3.55 / 4.00 

- Academic Mobility Program - Faculty of Computer Science | Brawijaya University, Indonesia | Sep 2024 - Nov 2024 

GPA: 4.00 / 4.00 

SKILLS

Cybersecurity &SOC: SOC Monitoring, SIEM Monitoring, Log Analysis, Alert Triage, Threat Detection, Incident Investigation. 
SIEM & Security Tools: Microsoft Sentinel, Splunk, LogRhythm, Microsoft Defender, CrowdStrike 
Penetration Testing & Reconnaissance: Burp Suite, Nmap, Metasploit, Wireshark, OWASP Top 10, Vulnerability Assessment. 
Networking & Systems: TCP/IP, DNS, HTTP/HTTPS, Firewalls, Windows, Linux 
Programming & Databases: Python, PHP, JavaScript, HTML, CSS, SQL, MySQL 

CERTIFICATIONS 

eWPTX – Web Application Penetration Tester eXtreme | INE Security | Issued Jun 2026 
eJPTv2 – Junior Penetration Tester | INE Security | Issued May 2026 
CompTIA Security+ | CompTIA | Issued Apr 2026 
CCNA – Introduction to Networks | Cisco | Issued Sep 2023 
HCIA-Security V4.0 | Huawei | Issued Dec 2023) 
Azure AI Fundamentals (AI-900 | Microsoft | Issued Dec 2024 
Power Platform Fundamentals  (PL-900)  | Microsoft | Issued Sep 2023 
PROJECTS 

Phishing URL Detection System Using XGBoost                                                   05/2024 - 02/2025 

Developed a machine learning-based solution to detect phishing URLs using XGBoost. Performed feature extraction and analysis 
to improve malicious URL identification and support early detection of phishing-related threats. 
Authorized Web Application Security Assessment | UTHM Student Platform                                                 03/2026 – 06/2026 

Conducted an authorized web application security assessment focused on OWASP Top 10, authentication, access control, input 
validation, session management, and data protection. Performed reconnaissance, manual testing, and vulnerability assessment 
using Burp Suite, Nmap, Kali Linux, and browser developer tools. Identified security weaknesses and prepared vulnerability 
reports with evidence, risk impact, severity rating, and recommended remediation steps. 
LANGUAGES

Arabic | English | Malay  
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